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And when we are able to brute force the exact password, its usually the case that we have some sort of tool that we can use to take the hash from the database. We have no way of knowing when this hash is going to be used, so in other words, the cracking tool that we are using, to
brute force this hash, it could be called in one second, but if theres no data in the database. In other words, we dont know when this hash is going to be called, but we might be able to brute force it whenever we want and then once we brute force it,andtypically this will take, usually,
the amount of time it takes to crack the hash of BCrypt. And these are in the order of hours to days, not seconds.So for example, if you are thinking that youre going to use something like super long passwords, if you were going to use the year 2042, the difference is going to be very
minimal.If youre going to use BCrypt or SHA-512 or SMB3, you may find that 2042 is actually going to be like in the order of hours. So you have two options. If youre using one of these really long passwords like the year 2042, chances are that somebody using, for example, a super

computer is already able to crack it. If youre using the more popular sort of brute-force, the cracking tools that youre talking about are now able to go and crack the entire hash in seconds. The reason why it takes so long is because the password, for example, in the dictionary is
generated not based on this exact user, what is getting called in the social network, but instead it was generated based on the username that the user might have and the site that they might be using. So were not seeing, for example, this hashed version, the MD5, for example, of

this user name, instead we see a hash generated for the password for that user name and the site that it was generated for, so we have a lot of hashes.
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